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1O DISARM THE BOMB,
SIMPLY ENTER A VALID
tar COMMAND ON YOUR
FIRST TRY, NO GOOGLING.
YoU HAVE [ SECONDS.
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Universal Gantt Chart

L1 Switch to "Agile" Method
Finish Project Very, Very Late

(1| Pretend You Can Avoid This Hext Time
rashnull.com
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NOT SURE IF SHIFTING

ORJUSTIDOING LESS
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501 CHANGED THE
TESTS
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BUT WHEN 1'DO, | TREAT IT
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qifbin.com |

HOW DOES THIS HELP
~ ME WITH SEGURITY?
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Functional Security
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| FAIL! Try
Functional ! agaln'”
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» If you spend time keepilng
people from doilng x, Yy, Or

IEYOUJTRY/TOCONTROL\WHAT,
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PROBLEM WITH DISTRIBUTED
GCONFIGURATION MANAGEMENT

» Developer reads on Stack Overflow that disabling
selinux will make his Node app work better.

» Developer updates his cookbook to disable selinux

» Sysadmins get fired because of 3viL haxx0rz
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THE BETTER WRY

» Developer reads on Stack Overflow that disabling
selinux will make his Node app work better.

» Developer updates hls cookbook to disable selinux

» Developer runs local tests which 1nclude
compliance checks

» Complliance checks test for state of selinux

» Tests fail. Developer says "Welp, I guess I can't
do that."
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TRUST BUT VERI

WHAT IF THE
DEVELOPERS
DON'T RUN THOSE
LOGAL TESTS?

The pipeline catches them.

They'll do better next time.



IF YOU TRULY GARE ABOUT A THING, YOU
GCARE ENOUGH TO WRITE A TEST
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THAT llll'I'GIIMES AIIE ALL 'I'IIA'I"
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PLEASE DEMOCRATIZE,

~ YOUR COMPLIANCE TESTING
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> grep "~Protocol" /etc/ssh/sshd_config | sed 's/Protocol //'
2

\VAS

control 'ssh-1234"' do
impact 1.0
title 'Server: Set protocol version to SSHv2'
desc "
Set the SSH protocol version to 2. Don't use legacy
insecure SSHv1l connectlions anymore. ..

describe sshd_config do
1ts('Protocol') { should eq 2 }
end
end
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JAuditorslarrive

Golback{to
usualjworks
actiyities
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Workdreallylhard
toYgetfcompliant
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TO REVIEW

» Treat your pipelline as code

» Trust (but verify) your domaln experts

» Focus on the what, not the how. OQutcomes,
outcomes, outcomes.

» Use your production audit tests 1n your pipeline

» Di1d I mention test?
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» Sidney Dekker - Field Guide to Human Error

» glthub.com/mattstratton/speaking
» twitter.com/mattstratton
» speakerdeck.com/mattstratton

» arresteddevops.com
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